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Abstract

This paper analyzes two security standards, 1SO 17799 and SSE-CMM, to determine if and how each of
these standards may be integrated into a web application security assessment tool called S-vector.
Analysis suggests that security controls outlined in 1ISO 17799 can be incorporated into S-vector as
procedural components. 1SO 17799 controls may be mapped to specific data, specific web applications,
or across multiple systems. Eleven of SSE-CMM’s security-related process areas can be implemented
into an S-vector implementation by providing a framework in which to administer procedural
components. The capability levels of SSE-CMM measure a process’ maturity and can be integrated into
S-vector if scoring objectives are to measure process maturity and not the quality of process output. The
SSE-CMM Appraisal Method (SSAM) provides a detailed appraisal plan. SSAM can provide value in an
S-vector implementation if: a) capability levels are used as the metrics scheme, and b) it is acceptable to
assess an SSE-CMM process area in its entirety as opposed to assessing base practices individually.
Future research is required to define the scope of a supporting security infrastructure that is needed to
ensure an effective S-vector implementation.
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1. Introduction

The purpose of this paper is to analyze 1SO 17799 and SSE-CMM to determine if and how each of these
two security standards may be integrated into the S-vector methodology. This is a scoring methodology,
currently under development, for assessing web application security. S-vector development is a joint
research project between Penn State University and Polytechnic University in collaboration with the
Commonwealth of Pennsylvania’s Office of Administration/Office for Information Technology (OA/OIT)
(Barton et al, 2004).

The focus of the S-vector methodology is on the assessment of web applications. In general, the
methodology functions as follows (Barton et al, 2004): The security requirements for each web
application are mapped into a requirements vector that contains a target score. A periodic assessment of
the web application yields a corresponding application score vector, which can be compared to the
application’s requirements vector. The goal of the S-vector methodology is to enable government
agencies to prioritize security enhancement projects, evaluate security enhancement strategies, and to
measure progress in improving web application security (Barton et al, 2004).

Three types of security requirements are mapped into S-vector: technical, structural, and procedural.
Technical components include the security services an application provides, such as encryption and
authentication (Hery & Liu, 2003). Structural components include the “software structures and designs
that help assure the services will be delivered with greater assurance” (Hery & Liu, 2003). Examples
include various types of automated programming code checks. Procedural components include the
“development, deployment, and management procedures that help assure the services will be delivered
with greater assurance” (Hery & Liu, 2003). Examples include software development methodology and
system management policies.

Technical components, such as encryption and authentication, will largely correspond to the Common
Criteria’s Protection Profiles (Barton et al, 2004). This paper analyzes the applicability of ISO 17799 and
SSE-CMM for structural or procedural requirements, and makes recommendations on specific aspects of
each standard that can be incorporated into S-vector. The recommendations in this paper are intended for
further discussion among the S-vector project team.

In addition to determining security elements for populating the vectors, current S-vector research is also
evaluating metric schemes to quantify required and actual security results. Although analyzing and
selecting a metric scheme is not the primary focus of this paper, a suggestion is provided on how S-vector
elements related to ISO 17799 may be scored. Secondly, as part of the SSE-CMM analysis, its metric
scheme of capability levels is described.

This paper is organized as follows: First, a detailed description of ISO 17799 is provided that contains the
standard’s history, usage, certification, and applicability to S-vector. Second, a detailed description of
SSE-CMM is provided that contains the standard’s history, usage, organization, assessment, and
applicability to S-vector. Third, suggestions on how the two standards may collectively be integrated into
the S-vector methodology are discussed. Fourth, differences between ISO 17799, SSE-CMM and the S-
vector methodology are highlighted. Fifth, a discussion on overall findings and impressions is provided,
followed by suggestions for future research. Finally, an appendix section contains detailed tables that list
specific ISO 17799 controls and SSE-CMM process areas for recommendation, along with explanatory
notes.



2. 1SO 17799 Described

This section first provides a history of the ISO 17799 standard, and then clarifies what is and is not
provided by the standard. Next, an explanation is given on how organizations become certified against
BS7799. Finally, recommendations for applying ISO 17799 to S-vector are provided, along with an
example of a potential implementation.

2.1 History of 1SO 17799

ISO 17799, Information Technology — Code of Practice for Information Security Management, is an
international standard that provides guidelines and controls for managing information security. Its origins
are from a standard developed by Great Britain’s Department of Trade and Industry (DTI) in 1993 for
commercial use. The British Standards Institute (BSI) took ownership of the standard, and after making
some revisions, renamed it to BS7799 in 1995. In the late 1990’s there was increased demand for an
international information security policy. However, BS7799 was not considered general enough. So
BS7799 was revised in 1998 and again in 1999 before being adopted by the International Standards
Organization (ISO) and fast-tracked to standardization to become ISO 17799 in December 2000. BS7799
Part 1 and 1SO 17799 are essentially identical (1ISO 17799 News — Issue 1), and are used as suggestions
for choosing information security controls.

In 1999, BS7799 Part 2 was created as a standard for implementing information security controls. It is
with BS7799 Part 2 that organizations become certified. 1SO 17799 does not currently offer certification.
However, it is expected that BS7799 Part 2 will become an ISO standard (1SO 17799 News — Issue 10),
though no expected date is given.

2.2 What ISO 17799 is and is not

Information security is defined as the preservation of confidentiality, integrity, and availability. It is
achieved by implementing controls, which may be policies, practices, procedures, organizational
structures, or software functions. (1SO 17799)

ISO 17799 offers guidelines for safeguarding information assets by providing a list of information
security controls. The standard contains 127 controls from 10 areas, which are listed later in this paper.
Controls can be designated as organization-level or application-level controls. Organization-level
controls apply to the security perimeter in which an organization operates and are needed for effective
web application security. Application-level controls apply to individual web applications.

ISO 17799 suggests what security controls to include in a security program, but does not specify how to
develop or administer them. It is not a technical standard, nor is it driven by specific technology. It does
not provide a scoring mechanism or other methods for evaluation. However, it is said to be compatible
with the Equipment Assurance Level (EAL) scoring of the Common Criteria, ISO 15408 (Bisson, St.
Germain; Carlson, 2001).

ISO 17799 recommends that the selection of controls an organization employs be determined by: a) a risk
assessment, b) legal, statutory, regulatory, and contractual requirements, and c) an organization’s
particular set of principles, objectives, and requirements for information processing. Although the
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standard places a very strong emphasis on the need for a risk assessment, it does not provide guidelines
for conducting a risk assessment. However, COBRA is a software tool (unofficially) associated with SO
17799 and is used to facilitate conducting risk assessments (C&A Security Risk Analysis Group, 2003).
ISO 17799 also does not provide security guidelines for specific legislation. Instead, it provides
guidelines on safeguarding organizational records, which may be required as evidence in legal
proceedings.

In addition to a risk assessment, ISO 17799 also places a strong emphasis on an organization defining a
clear security policy. Details on how to develop such a policy is outside the scope of ISO 17799.
However, general guidelines are provided on what a Security Policy Document should contain, and how it
should be reviewed and evaluated.

2.3 Becoming BS7799 Certified

Organizations seeking certification typically develop a, or modify their existing, security policy to match
the controls outlined in ISO 17799. These organizations typically purchase a toolkit containing both
standards ISO 17799 and BS 7799 Part 2, along with a set of predefined security policies that correspond
with the controls outlined in ISO 17799. A security team is established, policies are implemented, and
eventually a certifying body evaluates the organization’s compliance. If the organization is in
compliance, it becomes certified.

Each country has representatives assigned to the ISO standards committee. The representatives appoint
an accreditation body that can audit and certify organizations against BS7799 Part 2. The US does not
have an accreditation body. Therefore, US organizations seeking 1SO 17799 certification must become
certified by a country that does have accreditation. Alternatively, US organizations can seek consultation
from a non-accredited ISO 17799 consultant and become ISO 17799 compliant without becoming
officially certified.

As of March 2003, only three U.S. firms had become certified (Small & Brykczynski, 2003), while
internationally, over 80,000 firms are said to be ISO 17799 compliant (Callio Technologies). Those US
firms that use 1ISO 17799 appear to use it as a guideline and select specific controls applicable to their
environment. In other words, they do not seek certification of the entire standard. Instead, firms seek
compliance with portions of the standard relevant to their operations.

2.4 How 1SO 17799 concepts can be applied to the S-vector methodology

This section provides a list of recommended 1SO 17799 areas to be incorporated into an S-vector
implementation. 1SO 17799 does not contain a scoring metric for evaluating implemented ISO 17799
controls. The second part of this section describes a potential scoring metric that could be applied to an S-
vector implementation containing 1ISO 17799 controls.

Applicable 1ISO 17799 Areas

As discussed in the Introduction, the S-vector has technical, structural, and procedural components. 1SO
17799 “controls” primarily relate to S-vector’s procedural components. Table 1 below indicates which of
the ten ISO 17799 areas are recommended for S-vector, as well as which areas currently map to S-vector
components as outlined in Strawman S-vector Structure (Hery & Liu, 2003). Recommended ISO 17799
controls include both application-level and organization-level controls that impact web application
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security. Recommended ISO 17799 controls that do not map to S-vector components outlined in the
Strawman generally relate to organization-level controls that apply across applications. While the S-
vector methodology implicitly relies on organizational policies that classify assets and determine security
requirements, components outlined in the Strawman are generally at the application level since the focus
of S-vector is on web application security. However, recommended organization-level 1ISO 17799
controls can be incorporated into S-vector to ensure those policies required for an effective S-vector
implementation are developed and executed. For details on security controls within each ISO 17799 area,
please refer to Appendices A and B.

Maps to S-vector Components

1SO 17799 areas Recommended | Procedural | Structural | Technical
for S-vector

Security policy X

Organizational security

Asset classification and control

X XXX

Personnel security

Physical and environmental
security

Communications and operations
management

Access control X X

Systems development and X X X
maintenance

Business continuity
management

Compliance

Table 1. ISO 17799 areas related to S-vector

S-vector will not be used to define suggested policies and controls from 1SO 17799. Instead, S-vector can
be used to evaluate the existence, quality, or maturity of relevant security policies and controls. The
remainder of this section suggests how 1SO 17799 controls may be implemented as S-vector’s procedural
components.

Potential Scoring Metric for Incorporated 1SO 17799 Controls

A requirements vector is established containing a list of relevant 1ISO 17799 controls. OA/OIT
management effectively checks which controls they will implement. A 5-level scale, analogous to the 5-
level scale used in academia (A, B, C, D, F), can be used for scoring the quality of each control. For the
requirements vector, each checked control receives a target score of 1-5, indicating the desired quality of
the control. Desired quality level is commensurate with the priority level attributed to the control.
Unchecked controls receive a value of “0”.

During a security appraisal, the existence and quality of each checked control is evaluated. A score,
analogous to an academic grade, is assigned to each control. Scores populate a scoring vector of actual
security results. The scoring (or actual) vector contains the same elements as the requirements vector.
The highest score that can be achieved per element (i.e., control) in the scoring vector is the associated
target score. Actual scores are then compared to target scores.



Vector elements, representing procedural controls, may be grouped and sub-grouped by scope and topic.
For example, all procedural controls (group) can be broken down by organization-level and application-
level controls (sub-groups). Organization-level controls can then be further grouped by topic, such as
Information Security Policy Document, Access Control Policy, etc. Another example is that application-
level controls can be grouped per application. Scores can be sub-totaled by group and sub-group(s) in
order to compare scores across groupings.

Since procedural controls are more subjective than technical controls, effective scoring depends on
precise definitions and scoring criteria being developed for each procedural control. Scoring criteria may
be outlined in a checklist. The reviewer can then evaluate the actual implementation against the checklist.
In some cases, the scoring criteria may merely specify the “existence” of a control.

An example of the implementation described above is now provided. The 1ISO 17799 control “Separate
system utilities from application software” (related to Operating System controls) may be assigned a
target score of “3” for its desired quality level that is commensurate with its assigned priority. The
scoring criteria may be that all system utilities are stored on a separate drive (or server) from application
files. If all the system files are stored in a separate location from application files, a score of 3 is assigned
(the highest score is the target score). If system files are stored on the same drive as application files, a
score of O is assigned. Alternatively, the criteria may indicate degrees of quality. Using the same control
as an example, a score of 3 is assigned if 100% of all system and application files are stored separately; a
score of 2 is assigned if 75% or more, but not all, system and application files are stored separately; a
score of 1 is assigned if 50%-74% of all files are stored separately. A score of 0 indicates the control has
not been implemented. This control could be grouped in the following hierarchy by scope and topic:
Procedural components—> Organization-level controls > Operating System controls—> Separate system
utilities from application software. Scores may be sub-totaled for each of these groupings.

In summary, selected ISO 17799 controls can be used as procedural components within a security vector.
The controls may apply across multiple systems (organization-level) or to individual web applications. A
target score is assigned based on the relative importance of the control. During an appraisal, an actual
score is determined based on pre-defined criteria. The actual score is compared to the target score.
Cumulative scores may be computed per group and sub-group of controls as desired.

3. SSE-CMM Described

This section first provides a history of the SSE-CMM standard, and then clarifies what is and is not
provided by the standard. Next, an explanation is given of the components of SSE-CMM and how they
are organized. Finally, recommendations for applying SSE-CMM to S-vector are provided.

3.1 History of SSE-CMM

The Systems Security Engineering Capability Maturity Model (SSE-CMM) project was initiated in 1993
as an NSA-sponsored effort to develop a CMM for security engineering. Over sixty organizations were
involved in the effort. The SSE-CMM project resulted in a model and an appraisal method. The first
version of SSE-CMM model was published in October 1996, and the appraisal method in 1997 (SSE-
CMM, 2003). Pilot testing of the model and appraisal method was conducted in 1996 and 1997, which
resulted in revised SSE-CMM version 1.1. Following the release of version 2, the International Systems
Security Engineering Association (ISSEA) was formed in 1999 to continue the development and
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promotion of SSE-CMM (SSE-CMM, 2003; ISSEA, 2004). SSE-CMM became an I1SO (international
Organization for Standardization) standard in 2001 as ISO/IEC 21827 (EQS, 2001). SSE-CMM Version
3, the latest version as of this writing, was developed in June 2003 and is the version referenced in this

paper.

CMM is a registered trademark of Carnegie Mellon University. Several engineering CMMSs have been
developed. The CMMs most directly related to SSE-CMM are Software Engineering Institute CMM
(SW-CMM) and the Systems Engineering CMM (SE-CMM). In 1991, SW-CMM became the first CMM
developed for software development; subsequently, SE-CMM was developed (CMU, 2004). Of the
twenty-two security engineering process areas in the SSE-CMM model, eleven are related to project and
organizational processes and were adapted from, and nearly mirror, those from SE-CMM. Currently, both
SW-CMM and SE-CMM, have been integrated into the Capability Maturity Model Integration (CMMI).
CMMI’s aim is to reduce redundancy by merging multiple CMMs into a single, integrated engineering
approach (CMU, 2004).

3.2 What SSE-CMM is and is not

SSE-CMM is a capability maturity model (CMM) for systems security engineering (SSE). A Capability
Maturity Model (CMM) is a framework for developing a process — typically an engineering process —
from an informal, adhoc process into a structured, institutionalized process. A process may be introduced
within an organization through informal use on a single project. As the process matures, it will be
formally defined, documented, institutionalized (implemented across the organization), and the
organization will actively seek to continuously improve the process. The idea is that as a process matures,
results from the process become more stable, and therefore predictable, controllable, and effective in
terms of costs, productivity, and quality (SSE-CMM, 2003).

SSE-CMM is comprised of two parts: a) a model for security engineering processes and project and
organizational processes, and b) an appraisal method for assessing the maturity of those processes. The
process areas do not recommend specific methodologies, controls, or guidelines. The appraisal method
employs SSE-CMM'’s capability levels, which are used to assess the maturity of a process, not the quality
of its output.

SSE-CMM can be applied in 3 ways: a) process improvement, b) capability evaluation, and c) assurance.
Process improvement is accomplished by achieving higher capability levels for a given process. A
customer that ascertains the capability level of a vendor organization seeking to provide the customer with
its products or services accomplishes capability evaluation. Assurance is achieved by providing evidence
that a given process has reached maturity.

3.3 How SSE-CMM is organized

SSE-CMM Model

The SSE-CMM model is organized in two parts: domain and capability levels. The domain contains a list
of practices that embody security engineering. Domain-related practices, referred to as base practices, are
grouped by topic, referred to as a process area. A capability level is assigned to each process area and is
used to indicate the level of maturity a process has achieved. Capability levels are determined by
successful completion of generic practices. A process area’s base practices are evaluated against generic
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practices to determine the capability level. Generic practices apply to all process areas and are grouped
into common features. The model’s structure is illustrated in Figure 1 below.

SSE-CMM Model

Domain Capability Levels

Process Areas Common Features
_ Evaluate . .

Base Practices <~— — — —— —— —— —— —— — Generic Practices

Figure 1. SSE-CMM Model Structure

SSE-CMM has twenty-two process areas (PA) and 129 base practices. The first eleven process areas
(PAOL1 — PA11) are directly related to security engineering practices. The remaining eleven process areas
(PA12 - PA22) were adapted from SE-CMM and focus on general organizational and project systems
engineering practices. Each PA contains goals, a set of base practices, and examples of output from the
PA. This paper only recommends, and therefore focuses on, the eleven security-related process areas.

SSE-CMM contains five capability levels used to indicate the level of process maturity. Capability levels
are ordered from lowest to highest, with Level 1 being the lowest capability. Each capability level
contains anywhere from one to four common features, as indicated in Figure 2 below. Common features
represent a group of generic practices, or activities, that are performed to achieve a given capability level.
Capability levels are achieved in sequential order. For example, Level 4 cannot be achieved until Levels
1 through 3 are achieved.



Level 5 - Continusously Improving
5.1 Improving organizational capability
5.2 Improving process effectiveness

Level 4 - Quanititatively Controlled
4.1 Establishing measurable quality goals
4.2 Objectively managing performance

Level 3 - Well Defined
3.1 Defining a standard process
3.2 Perform the defined process
3.3 Coordinate the process

Level 2 - Planned & Tracked
2.1 Planning performance

2.2 Disciplined performance
2.3 Verifying performance

2.4 Tracking performance

Level 1 - Performed Informally
1.1 Base practices performed

Figure 2. SSE-CMM Capability Levels

Level 1 indicates all base practices of a process area are being performed on an informal basis. Informal
generally means undocumented, unstandardized, and possibly adhoc in nature. All base practices within a
process area must be implemented in order for the process area to be considered implemented by an
organization.

A process that has a Level 1 capability is generally only performed on a single project. As a process
reaches higher levels of maturity, it becomes formally defined, monitored, tracked, and implemented
throughout an organization. SSE-CMM defines an organization as an entity responsible for the oversight
of multiple projects. Levels 1 and 2 relate to a specific project, while Levels 3 — 5 relate to organization-
wide practices. The idea is that a process must be tried, tested, and understood at the project level before
expanding its use organization-wide. Secondly, all common features within a capability level must be
achieved before that capability level can be awarded.

SSE-CMM Appraisal Method

The System Security Appraisal Method (SSAM) outlines how to plan, prepare, conduct, and report an
SSE-CMM appraisal. The methodology uses a questionnaire to capture responses to, and evidence of,
process maturity of the twenty-two process areas. A data-tracking sheet is used to tally scores from
questionnaire responses in order to calculate a final percentage rating. The percentage ratings can then be
compared across applications and systems.

The SSAM is a separate document developed by the SSE-CMM Project. In addition to a questionnaire
template, the document contains detailed guidance on the following phases of an appraisal:
1. Planning (appraisal goals, scope, plan)
2. Preparation (questionnaire, system engineering documents to gather, interview questions)
3. On-site visit for conducting appraisal (includes a detailed agenda for a week-long appraisal)
4. Post-appraisal (wrap-up of analysis, report to present to appraisal sponsor)
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3.4 How SSE-CMM concepts can be applied to the S-vector methodology

As explained in the previous section, SSE-CMM is comprised of process areas and capability levels —
either or both of which can be applied to S-vector. In other words, it is possible to incorporate the eleven
security-related process areas as procedural components within S-vector while using a metric scheme
different from SSE-CMM’s capability levels. Likewise, it is possible to apply SSE-CMM’s capability
levels as a metric scheme for assessing the maturity of all S-vector procedural components regardless if
components originate from SSE-CMM’s process areas or not.

Applicable Process Areas

Each of the eleven security-related process areas is geared toward building a management framework in
which to administer security controls across a project or organization. The remaining eleven process
areas are general practices that apply to systems engineering in general, and are believed to be outside the
scope of S-vector, so therefore are not recommended for an S-vector implementation. | believe that all
eleven security-related process areas are applicable to an S-vector implementation. The Strawman S-
vector Structure (Hery & Liu, 2003) is geared toward individual web applications, while SSE-CMM
encompasses a larger scope that builds a security framework across applications. Consequently, although
eleven SSE-CMM process areas may be applicable to an S-vector implementation, only two map to
components listed in the Strawman, as indicated in Table 2 below.

Maps to S-vector Components

SSE-CMM Security-Related Recommended | Procedural | Structural Technical
Process Areas for S-vector

PAO1 Administer Security Controls X

PAO02 Assess Impact

PAO03 Assess Security Risk

PAO4 Assess Threat

PAO5 Assess Vulnerability

PAO06 Build Assurance Argument

PAQ7 Coordinate Security

PAO08 Monitor Security Posture

PAQ9 Provide Security Input

PA10 Specify Security Needs

XXX XXX XXX XXX

PA11 Verify and Validate Security

Table 2. SSE-CMM process areas related to S-vector

For a list of each of these process areas’ corresponding base practices and explanatory comments, please
refer to Appendix C. This appendix also lists PA12 — PA22, along with a brief explanation of how
security-relevant portions of these PA’s may be handled via PA01 — PA11.

SSE-CMM lists the eleven security-related process areas in alphabetical order and does not provide, nor

recommend, a sequential order of execution. However, Figure 3 below is provided in an effort to
visualize how the various process areas are believed to inter-relate.
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PA 02 Impact PA 04 Threat PA 05 Vulnerability

Information Information Information
PA 03 Risk
Assessment
PA 06 Assurance
Argument \l/
N ~ PA 09 Security PA 10 Security
Input Need
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& Validation

Figure 3. Relationships between SSE-CMM Security-related Process Areas

SSE-CMM process areas provide a management framework because they are at a high level of
abstraction. Specific methodologies are neither recommended nor provided. The process areas aid in
building a framework by outlining the need to identify, define, prioritize, and monitor security-related
practices across a project or organization. The specific details on how to accomplish these practices are
not provided. Once the base practices of a process area have been implemented, the maturity of those
processes is assessed via the generic practices associated with capability levels.

Applicability of the Capability Levels

The capability levels are used to assess the maturity of a given process. Their applicability depends on an
S-vector component’s scoring objective. If the objective is to assess the quality of a process’ output, the
capability levels may not be appropriate because they are not designed for this purpose. However, the
capability levels are applicable to S-vector if a component’s scoring objective is to determine that the
component has been well defined and is being tracked and monitored.

A requirement S-vector can be populated with a target capability level. An assessment is then performed
to determine the actual capability level. Capability levels can be assessed in strict conformance to SSE-
CMM guidelines via the generic practices for each capability level. Or the assessment of the capability
levels can be personalized to accommodate S-vector or OA/OIT scoring objectives.

If the capability levels are applied to S-vector, it would be helpful to use the SSAM for conducting
appraisals because the appraisal methodology is provided in detail. It is, however, important to
understand how SSAM assesses capability levels per process area. In general, SSAM assesses each base
practice (BP) individually for capability level 1 to determine if each BP is performed — at least informally.
For the remaining capability levels 2 — 5, the process area as a whole is assessed to determine the maturity
of the entire process area. This means that SSAM does not assess the maturity level of individual BPs
within a PA. As a result, it is possible for a PA to be awarded a high capability level, while there are BPs
within that PA that are insufficiently implemented. Secondly, the SSAM assumes that an SSE-CMM
appraisal is either performed in conjunction with an SE-CMM appraisal, or processes similar to those
outlined in SE-CMM (or SSE-CMM PA12 — PA22) are in place prior to the appraisal.
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4. How ISO 17799 and SSE-CMM may be collectively utilized by S-vector

The eleven security-related process areas in SSE-CMM can be used by OA/OIT to develop and
administer a security framework. 1SO 17799 can be used as a guideline for specific security controls
(procedural and structural, not technical) that can in turn fit into the security framework established by
SSE-CMM. SSE-CMM provides a higher level of management abstraction than does 1SO 17799, which
makes possible the use of both standards in support of an S-vector implementation. 1SO 17799 provides
specific controls that can populate security vectors for application security, while SSE-CMM establishes a
mature, institutionalized framework for security administration. Both elements are critical success factors
for an S-vector implementation. Specific controls are needed to populate security vectors (ISO 17799).
However, a security infrastructure must be in place in order for these controls to be developed, monitored,
measured, and controlled (SSE-CMM).

No overlap or redundancy is found between 1SO 17799 and SSE-CMM. In fact, the two standards
complement each other. For example, SSE-CMM has a process area for administering controls; however,
recommended controls are not provided. 1SO 17799 recommends controls, but does not provide details
on how to administer those controls. Another example is that ISO 17799 recommends conducting
periodical risk assessments. However, SSE-CMM takes this recommendation a step further by assessing
the maturity of a risk assessment process. Finally, it is possible to apply SSE-CMM capability levels to
ISO 17799 controls — provided the scoring objective is to assess the maturity of the control and not the
quality of the output from the control.

The benefit of using SSE-CMM to develop and maintain a security framework is that by following the
model, there is a higher assurance that the processes put in place will reach a desired level of maturity and
will be maintained on a continuous basis. Otherwise, an asset inventory, a risk assessment, or a security
policy document could be developed and not maintained. This would result in an outdated security
framework and outdated policies, which would lead to ineffective system security.

The benefit of integrating 1SO 17799 controls into S-vector procedural components is that ISO is an
internationally recognized standard. 1SO 17799 offers a comprehensive set of procedural controls that
can be used to support web application security.

5. How the S-vector methodology differs from I1SO 17799 and SSE-CMM

S-vector provides a mechanism for assessing a web application and comparing the actual score against a
target score. While 1ISO 17799 provides a list of security controls as guidelines, it does not provide a
method for evaluating the implementation of those controls. SSE-CMM provides a framework for
administering security processes. However it does not provide the level of detail required of S-vector to
assess web application security. For example, SSE-CMM does not contain processes for protecting data
through encryption, authentication, etc.

The S-vector methodology contains technical, procedural, and structural components, and therefore
provides a more comprehensive assessment of web application security than 1ISO 17799 and SSE-CMM.
Neither of these two standards contains all three types of components. However, ISO 17799 and SSE-
CMM provide elements that may be used to populate procedural components of an S-vector. They also
provide guidelines for a security infrastructure that operates across applications.
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6. Discussion

The focus of the S-vector methodology is on the security of web applications. However, it is understood
that a supporting security infrastructure is needed in order to develop an asset inventory, a risk
assessment, and security policies that result in the requirements to be mapped into S-vector. SSE-CMM
process areas are geared toward policies at the project or organizational level. Many of ISO 17799
controls are also geared across a project (e.g., operating system, networks, servers) or organization (e.g.,
security policy). S-vector is geared toward assessing the security of individual web applications and their
data. Are the ISO 17799 controls and SSE-CMM process areas that are recommended in this paper as S-
vector procedural components within S-vector’s scope? If so, how can these activities be performed
while meeting our objective of a low-cost assessment tool for web applications? If not, how can S-vector
be effectively implemented without a defined administrative security framework that determines and
incorporates security risks and requirements into S-vector?

Since both an asset inventory and risk assessment provide critical input into security requirements, an
effective S-vector implementation requires these activities be performed at an effective level of detail.
Consequently, the S-vector project team may want to recommend specific methodologies for
accomplishing these activities. This is particularly significant if asset inventories and risk assessments are
determined to be outside the scope of S-vector components, in which case they may not go through a
formal appraisal process.

7. Future Research

Further research is required to define the scope of the supporting security infrastructure that is needed to
ensure an effective S-vector implementation. A supporting security infrastructure includes the
development and on-going updates of an asset inventory, risk assessment, and security policies based on
legal, regulatory, and organizational requirements. Defining the scope of the supporting security
infrastructure that is required for an effective S-vector implementation will determine which of the
recommendations in this paper can be incorporated as S-vector components.

Additional research is needed to locate academic research or industry feedback on implementing security
standards such as 1SO 17799 and SSE-CMM. In particular, limitations and challenges of implementing
security standards (or aspects thereof) must be assessed.

The recommendations in this paper primarily address S-vector procedural components; further research is
needed to determine structural components. In addition, an analysis of both security and automated
testing software is needed to determine to what degree the validation of S-vector structural components
related to web application code can be automated.

Future research is needed for selecting a scoring metrics scheme. Before a scoring metric can be selected,
it is necessary to confirm a core set of S-vector technical, procedural and structural components. Once a
core set of S-vector components is confirmed, researchers can confirm scoring objectives — either to
assess the existence of a component, its quality, maturity, or a combination of these. Knowledge of
scoring objectives would enable more effective analysis and comparison of alternative scoring metrics.
Scoring objectives would also enable researchers to determine if one or multiple scoring metrics are
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needed for an S-vector implementation. Scoring metrics to compare include, but are not limited to, the
capability levels of the SSE-CMM and the Evaluated Assurance Levels (EAL) of the Common Criteria.
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Appendices

A - Suggested ISO 17799 controls for S-vector

This section contains a table of ISO 17799 controls suggested for populating S-vector component vectors. With the exception of four structural
controls, the majority of the suggested controls are procedural in nature. Recommended ISO 17799 controls relate to web application security,
system security that impacts web applications (e.g., operating system, networks), and infrastructural security policies and controls that impact
web application security. Controls are paraphrased from the standard. The controls listed are typically a summary of the relevant section and
do not contain all of the controls and detail provided in the standard.

Procedural Components

ISO 17799 | Topic Controls Comments
Section
3.1.1 Information Security Policy [1. Objectives and scope of information security
Document 2. Policy for allocating security roles & responsibilities
within OA/OIT
3. Policies for security education

4. Policies for prevention & detection of viruses & other
malicious software

5. Policies for compliance with legislative & contractual
requirements

6. Policies for business continuity management
7. Policies for consequences of security policy violations
3.1.2 Information Security Policy |1. Information Security Policy document has an assigned
Document Review & owner
Evaluation 2. (Annual) review of policy effectiveness as determined by

number, nature, & impact of reported security incidents
3. Update policy as needed by incorporating (annual)
reassessment of current security risks

411 Management information Management body that: Including this control in an S-vector
security forum 1. Reviews and approves security policy and responsibilities | implementation ensures the existence of a
2. Monitors significant changes to security threat exposure management forum for overseeing
3. Reviews and monitors information security incidents security initatives.
4. Approves major information security initiatives
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ISO 17799 | Topic Controls Comments
Section
4.1.2 Information security co- Coordinate roles, responsibilities, methodologies, and
ordination procedures across the organization
4.1.3 Allocation of information  |1. Assets and security processes associated with each
security responsibilities individual system are identified and clearly identified
2. Manager is responsible for each asset or security process,
and detailed responsibilities are document
4.2 Security of third-party 1. Policies on type and reasons for access by third parties ISO 17799 provides recommendations on
access 2. Specification of information security requirements particular security controls to cover in a
included in third-party contract (include general policy, third-party contract. Similar controls are
controls, restrictions) generally accounted for in S-vector (e.g.,
access control, physical security, right to
conduct audits, etc.); however controls in
4.2 and 4.3 ensure that such policies
specifically address access by third-party
contractors (i.e., outsourced IT
operations).
4.3 Outsourcing When IT operations are outsourced, contract or policies
specify how:
= subcontractors are made aware of security
responsibilities
= integrity and confidentiality are maintained and
tested
= level of physical security for outsourced equipment
= right to audit
511 Inventory of assets Contains high-level guidelines for taking an inventory of | ISO 17799 does not provide details on
assets, classifying their level of sensitivity, and assigning | how to perform an asset inventory. An
an owner. Section 5.2 contains guidelines for asset inventory serves as input into risk
developing handling procedures for, such as copying, analysis, which in turn determines
storage, electronic transmission, voice transmission, security requirements.
destruction.
521 Classification guidelines Scheme for classifying information assets to ensure the

appropriate level of security protection
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ISO 17799 | Topic Controls Comments
Section
6.1 Personnel security 1. Identity check (e.g., passport, driver’s license) Although an identity check (and
2. Credential checks during application process (e.g., credential & character checks) may be
employment history, degrees) standard practice for internal employees,
3. Character checks during application process of candidate | OA/OIT may want to consider requiring
employee (e.g., professional & personal references) these checks for contractors, consultants,
4. Signing of a confidentiality (non-disclosure) agreement and any other external personnel that
5. Background security check (for handling highly sensitive | handle security assets.
data)
OAJ/OIT may also want to consider
periodically reviewing the credentials for
internal employees newly assigned to
handle sensitive security assets.
6.2 User security training Train all employees on organizational security policies,
procedures, and requirements; legal responsibilities; business
controls; correct use of information processing facilities (e.g.,
logon procedures, software use, etc.)
6.3 Responding to security 1. Communicate procedures to all personnel (& external 1ISO 17799 does not provide details for
incidents and malfunctions users) on how to report a security incident (e.g., security | security incident reporting. However, the
breach, threat, weakness, or malfunction) accomplishment of these criteria implies
2. Train data owners, IT staff, and other designated that procedures have been developed and
personnel on response action to be taken upon receipt of | communicated.
an incident report
3. Train data owners, IT staff, and other designated
personnel on methodology for categorizing and
guantifying (cost of incident and frequency of
occurrence) security incidents
4. Communicate disciplinary process for personnel that
violate security policy
8.1.3 Incident management 1. Procedures established to cover all potential types of
procedures security incidents (e.g., denial of service, confidentiality
breach, etc.)
2. Audit trails for evidence and analysis
3. Action plan for recovering from security breaches
9.11 Access Control Policy 1. Identification of all information related to business (web)
applications
2. Policies for information dissemination & authorization
3. Development and usage of standard user access profiles
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1SO 17799
Section

Topic

Controls

Comments

ok

for common categories of jobs

Usage of unique user 1Ds for accessing systems

Policies for verifying user authorization prior to providing
system access

Policies for immediate removal of user access when user
has changed jobs or left organization

Generate and periodically review a formal report of all
persons registered to use an application or service

9.2.2
9.53

Privilege management

Identify privileges (any feature that enables a user to
override system or application controls) for each system
product (e.g., operating system, database, each
application) along with the categories of staff to which
the privileges can be allocated

2. Policies for allocating, controlling and restricting

privileges

ISO 17799 indicates that inappropriate
use of system privileges is often a major
contributory factor in security breaches
(section 9.2.2). Examples of privileges
include manager, supervisor, or
administrator system log-on access (i.e.,
group roles defined by an operating
system).

9.31
9.54

Password use

1. Develop and communicate user guidelines for choosing

and safeguarding passwords

2. Policy for changing passwords policy within specific time

intervals

3. Policy for advising users to change passwords whenever

there is any indication of possibly system or password
compromise

4. Maintain a record of previous user passwords (e.g., for

the previous 12 months) and prevent re-use

5. store password files separately from application system

data

6. store passwords in encrypted form using a one-way

algorithm

7. Alter default vendor passwords following software

installation

94.1

Policy on use of network
services

Policy covering access and authorization of networks and
network services

94.2

Enforced path

Policy for limiting the routing options at each point the
network through predefined choices

Some examples provided in 1ISO17799
include:
1. Enforcing use of security gateways for
external network users
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ISO 17799 | Topic Controls Comments
Section
2. Restricting network access by setting
up separate logical domains (e.g.,
VPNSs) for user groups within the
organization
3. Preventing unlimited network roaming
4. Limiting menu and submenu options
for individual users
9.4.3 User authentication for 1. Policy on the selection of authentication methods for 1. 1SO17799 provides examples of
external connections external connections commensurate with risk level of various types of authentication
asset methods.

2. Dial-back procedures and controls (e.g., dial-back 2. Dial-back controls could be applied
modems) for authenticating users trying to establish a where applicable as commensurate
connection to OIT’s network from remote locations. with asset risk level.

94.4 Node authentication Authenticating automatic connections to remote computers
945 Remote diagnostic port Protection of diagnostic ports (e.g., dial-up remote
protection diagnostic facility for maintenance engineers)
9.4.6 Segregation in networks Divide large network(s) into separate logical network
domains using a secure gateway (e.g., firewall) for internal
vs external groups, and for different internal groups
9.4.7 Network connection control | Access control policy for shared networks (e.g., across
organizational boundaries) for restricting connection
capability of users
95.1 Automatic terminal Usage of automatic terminal identification to authenticate Use operating system software that
identification (as part of connections to specific locations and portable equipment identifies a terminal attempting access
operating system access
control)
95.2 Terminal log-on procedures |1. System or application identifiers are not displayed until

the log-on process has been successfully completed

2. Help messages are not provided during the log-on
procedure that would aid an unauthorized user

3. Validation of log-on information occurs at the completion
of all input data. If an error arises during log-on, the
system does not indicate which part of the data is
incorrect.

4. Limit the number of unsuccessful log-on attempts
allowed (three is recommended)

5. Limit the maximum and minimum time allowed for the
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ISO 17799 | Topic Controls Comments
Section
log-on procedure
6. Upon successful log-on, display date and time of previous
successful log-on, and details of any unsuccessful log-on
attempts since the last successful log-on
955 Use of system utilities (as  |1. Segregation of system utilities from application software | S-vector can measure the existence of
related to operating system) 2. Authorization for ad hoc use of system utilities these controls. Policies for these controls
3. Limitation of the availability of system utilities (e.g., for | would be included in the Information
the duration of an authorized change) Security Policy Document.
4. Logging of all use of system utilities
5. Defining and documenting of authorization levels for
system utilities
957 Terminal time-out Shut down (clear terminal screen and close both application
and network sessions) of inactive terminals in high risk
locations after a defined period of inactivity to prevent
access by unauthorized persons.
9538 Limitation of connection Enforce restrictions on connection times for high-risk Examples of such restrictions include
time applications usage of predetermine time slots for batch
file transmissions, time period limitations
for allowing terminal connections
9.6.2 Sensitive system isolation Identify the sensitivity of an application (e.g., should run on
(as related to application dedicated computer; should only share resources with trusted
access control) application systems; no limitations)
9.7.1 Monitoring System Access (1. Implement event logging (audit logs and recommended
9.7.2 & Use items to record)
2. Procedures for reviewing events (i.e., audit logs), to
include frequency of review and what risk factors to
monitor against
3. Procedure for monitoring and correcting clock
synchronization (so that audit logs reflect accurate time)
9.8 Mobile computing and Develop a formal policy for mobile computing (i.e., usage of

“teleworking”

notebooks, palmtops, mobile phones, etc.) that includes
various security controls such as:

1.
2.
3.

Physical protection
Access controls
Cryptographic techniques

4. Virus protection
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ISO 17799 | Topic Controls Comments
Section
5. Back-ups
6. Audit and security monitoring
7. Training employees on risks associated with mobile
computing
10.1 Security requirements Determine, gain agreement on, and document security This would have to be manually validated
analysis and specification requirements and controls during requirements phase of a i.e., whether security requirements are
(related to System system development project. Include both automated and included in design specifications of new
Development & manual security controls required of the system that are systems and system revisions
Maintenance) commensurate with the system’s security risk.
10.3.1 Policy on the use of 1. Policy document that contains any or each of the Usage of cryptographic controls is based
cryptographic controls following items (as seen relevant by OA/QIT) on the risk assessment to determine
2. General principles towards usage of cryptographic which applications and data items need
controls this protection, and to what extent.
a. Policy on when to use encryption
b. Strength of encryption (length of key) to use for ISO 17799 recommends using separate
various levels of desired security keys for encryption and digital signatures.
3. Usage of non-repudiation services to resolve disputes
involving the use of digital signatures or payments. S-vector can score this component based
4. How the appropriate level of cryptographic protection on the existence of a policy and its
will be determined inclusion of relevant items (listed in the
5. Roles and responsibilities previous column)
6. Implementation of the policy
10.35.1 Key management (related to | ISO 17799 contains over 11 items to be included in key
10.3.5.2 cryptographic controls) management policy — all of which are relevant to OA/OIT

and can be included in S-vector. A partial list of the
procedural components include:

1. Length of time in which keys are valid

2. Key generation for different types of cryptographic
controls and different application

3. Key distribution

4. Recovery of encrypted data in case of lost, compromised,
or damaged keys

5. Protection of private, secret, and public keys, as well as
if/when to use certificates

6. Physical protection to protect equipment used to generate,

store, and archive keys
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ISO 17799 | Topic Controls Comments
Section
104.1 Control of operational Evidence of successful testing and user acceptance is S-vector can verify the existence of these
software (in industry, also achieved prior to implementing executable code on an controls. During an audit, it can be
referred to as production operational system (i.e., on a production server) determined if a configuration
software) An audit log is maintained of all updates to operational management or change control policy is
program libraries in place and actively used. It can also be
Previous versions of software are retained as a verified that an audit log exists and is
contingency measure actively maintained of updates to
If possible, operational systems only contain executable libraries. Etcetera.
code (program libraries are stored separately)
10.4.2 Protection of system test If operational data contains personal data, it should be de- | These controls apply to the common
data personalized before using it for testing. practice of copying operational
Authorization is required/obtained each time operational | (production) data over to a test server for
information is copied to a test application system use in testing new or modified programs.
The copying and use of operational information is logged | ISO 17799 recommends treating
to provide an audit trail operational data with the same precaution
Operational information is erased from a test application | in a test environment that it would receive
system immediately after the testing is complete in a operational environment.
10.4.3 Access control to program 9 controls are recommended for
source library protecting program source code libraries
1051 Change control procedures ISO 17799 contains a detailed list of
10.5.2 recommendations for change control
(also known as configuration
management) of operational systems.
Several of the items would not be easily
verifiable using S-vector and may be
outside the scope of S-vector.
What is relevant from an S-vector
perspective is that a formal change
control program can facilitate verification
of other S-vector procedural components.
10.5.3 Software packages and Policies for restricting changes to software packages
1054 outsourced software Safeguards against buying software containing Trojan
1055 development code and covert channels that expose information

Guidelines for assessing quality of outsourced software
development from a security perspective
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Structural Components

ISO 17799 | Topic Controls Comments

Section

10.2.2.1 Areas of risk (related to Perform validation checks within software code to check: | For S-vector applications chosen to perform

System Development & 1. Use and location of add/delete functions these checks, the checks can be validated by
Maintenance) 2. Procedures to prevent programs from running in wrong | either a QA tester or configuration
order or after failure of prior processing management team prior to system
3. Use of correct programs to recover from failure deployment — depending on how OA/OIT
signs off on a system ready for deployment.
10.2.2.2 Checks and controls 1. Reconcile file balances after transaction updates The checks to perform depend on the type
(included in program code) (2. Balancing controls to check opening balances against of application. For example, validating
previous closing balances financial balances may only be applicable
3. Validation of system generated data to PennDOT or licensing applications.
4. Hash totals of records and files
5. Checks to ensure programs are run at correct time The need for these checks, to include
6. Checks to ensure programs are run in the correct order | specific data items, are to be documented in
and terminate in case of a failure the “Security Requirements Analysis and
Specification” mentioned in section 10.1
above.
Validation of these checks & controls could
be performed as part of the QA process that
application software goes through prior to
being placed into production.

10.2.3 Message authentication High-level and incomplete guidelines.
Common criteria may provide more
specific detail.

10.2.4 Output data validation High-level and incomplete guidelines.

Common criteria may provide more
specific detail.
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B - Areas of ISO 17799 not suggested as S-vector components

The following table contains a list of ISO 17799 controls not suggested in the previous section for use by S-vector. The Topics column
contains specific or subgroups of controls. Numbers enclosed in parentheses indicate the corresponding ISO 17799 section(s). The Comments
column contains a brief description of the control and the reasoning for omitting the control from recommendation. Please keep in mind that
both the recommended and omitted controls are suggestions for discussion by the S-vector research team.

Topic

Comments

Half of the information security infrastructure (4.1) area:

= Authorization process for new information processing
facilities (4.1.4)

= Specialist information security advice (4.1.5)

= Cooperation between organizations, such as law
enforcement, regulatory bodies, etc. (4.1.6)

= Independent review of information security (4.1.7)

Although 3 subsections of 4.1 are recommended, these 4 subsections of 4.1 are thought to
be outside scope of S-vector.

Physical security of facilities & equipment (7.1-7.3)

Covers physical security of information processing facilities, such as the Server Farm.
Example controls include locking doors and windows, usage of intruder detection systems,
usage of visitor logs, etc. Believe this to be outside the scope of S-vector.

The Strawman S-vector Structure mentions physical security. I’m not sure what aspects of
physical security are intended for coverage in S-vector. Note that ISO 17799 section 7.2
addresses equipment security, such as power, cabling, etc.

Communications and Operations Management (8)

With the exception of Incident Management Procedures (8.1.3), this ISO 17799 area was
not recommended because it is outside the scope of S-vector. The area contains guidelines
for operations management, such as capacity planning, backups, and network management.
Management controls for email and other forms of information exchange are included.

Business continuity management (11)

Details of business continuity management is outside the scope of S-vector. However, other
recommended controls ensure that policies are in place for responding to security incidents.

Compliance (12)

Includes high-level guidelines for compliance with legal requirements such as intellectual
property rights, safeguarding organizational records, collection of (legal) evidence, etc.
Section 12 also covers “system audit considerations.” May be outside the scope of S-vector.
Legal requirements can be covered within a security policy document or specified as
specific S-vector elements.
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C — Description of SSE-CMM Process Areas

The following table contains a list of all twenty-two process areas (PA) within SSE-CMM. The first eleven PA’s are security-related and
applicable as S-vector procedural components. All base practices belonging to security-related PA’s are provided. The remaining eleven PA’s
are general systems engineering practices and believed to be outside the scope of an S-vector implementation; therefore, base practices for
these PA’s are not listed. However, security-related PA’s that may address aspects of PA12 - PA22 are provided. The wording of the process

areas and base practices are taken directly from SSE-CMM.

SSE-CMM Process Areas | Base Practices

Comments

PAO1: Administer Security
Controls

SSE-CMM does not provide guidelines or recommendations for
the security controls themselves. It deals only with administering
security controls that, implicitly, were previously determined.

ISO 17799 controls could be employed, while SSE-CMM PAOL1 is
used to establish a management framework for administering
those controls.

everyone in the organization

BP.01.01 Establish responsibilities and accountability
for security controls and communicate them to

controls

BP.01.02 Manage the configuration of system security

BP.01.03 Manage security awareness, training, and
education programs for all users and administrators

mechanisms

BP.01.04 Manage periodic maintenance and
administration of security services and control

This base practice appears to be a catch-all that contains
administrative elements (e.g., maintaining logs & reviews),
security policy document elements (e.g., descriptions of types of
information & media and how they should be managed from a
security perspective), and technical control elements (e.g.,
procedures for identification & authentication, access mediation
& control, and key management). No details for specific controls
provided.

PAO2: Access Impact

SSE-CMM defines impact as the consequence of an unwanted
incident, caused either deliberately or accidentally, which affects
the assets.

system

BP.02.01 Identify, analyze, and prioritize operational,
business, or mission capabilities leveraged by the

This base practice influences the prioritization of risks addressed
by security controls.
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SSE-CMM Process Areas

Base Practices

Comments

BP.02.02 Identify and characterize the system assets
that support the key operational capabilities or the
security objectives of the system

BP.02.03 Select the impact metric to be used for this
assessment

BP.02.04 Identify the relationship between the
selected metrics for this assessment and metric
conversion factors if required

The result of this base practice is the consolidation of multiple
metric systems that are employed across an application — possibly
at different levels of abstraction

BP.02.05 Identify and characterize impacts

BP.02.06 Monitor ongoing changes in the impacts

PAO03: Assess Security Risk

This PA focuses on ascertaining risks based on an established
understanding of how capabilities & assets (PA02) are vulnerable
(PAO05) to threats (PA04). Involves identifying & assessing the
likelihood of the occurrence of “exposures,” which SSE-CMM
defines as the combination of a threat, vulnerability, & impact that
could cause significant harm. The goal is find exposures that
justify preventive security measures. Does not provide guidelines
or recommendations for a risk assessment methodology.

BP.03.01 Select the methods, techniques, and criteria
by which security risks, for the system in a defined
environment are analyzed, assessed, and compared

BP.03.02 Identify threat/vulnerability/impact triples
(exposures)

BP.03.03 Assess the risk associated with the
occurrence of an exposure

BP.03.04 Assess the total uncertainty associated with
the risk for the exposure

BP.03.05 Order risks by priority

BP.03.06 Monitor ongoing changes in the risk
spectrum and changes to their characteristics

PAO4: Assess Threat

Recommends developing threat scenarios to more fully
understand threat and its impact. This PA does not provide
specific recommendations on a threat assessment methodology;
however, the base practices provide high-level guidance in this
area.

BP.04.01 Identify applicable threats arising from a
natural source

Also estimate likelihood of occurrence.
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SSE-CMM Process Areas

Base Practices

Comments

BP.04.02 Identify applicable threats arising from man-
made sources, either accidental or deliberate

Also estimate likelihood of occurrence. A generic “man-made
threat database” is suggested as an aid for developing threat
scenarios.

BP.04.03 Identify appropriate units of measure, and
applicable ranges, in a specified environment

BP.04.04 Assess capability and motivation of threat
agent for threats arising from man-made sources

BP.04.05 Assess the likelihood of an occurrence of a
threat event

BP.04.06 Monitor ongoing changes in the threat
spectrum and changes to their characteristics

PAO05: Assess Vulnerability

Does not recommend a specific methodology for vulnerability
analysis, but does mention some techniques that are used. Part of
the analysis involves creating attack scenarios and tests.

BP.05.01 Select methods, techniques, and criteria by
which security system vulnerabilities in a defined
environment are identified and characterized

BP.05.02 Identify system security vulnerabilities

Software can be used for locating common vulnerabilities. More
detailed “penetration testing” is required to uncover uncommon
vulnerabilities.

BP.05.03 Gather data related to the properties of the
vulnerabilities

BP.05.04 Assess the system vulnerability and
aggregate vulnerabilities that result from specific
vulnerabilities and combinations of specific
vulnerabilities

BP.05.05 Monitor ongoing changes in the applicable
vulnerabilities and changes to their characteristics

PAO06: Build Assurance
Argument

The purpose of this PA is to “clearly convey that the customer’s
security needs are met.” Assurance is the level of confidence in
system security required by customer.

BP.06.01 Identify the security assurance objectives

BP.06.02 Define a security assurance strategy to
address all assurance objectives

BP.06.03 Identify and control security assurance
evidence

Evidence may be gathered from a database, system logs, test
results, etc., and is used to convey assurance that security
objectives have been met.
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BP.06.04 Perform analysis of security assurance
evidence

BP.06.05 Provide a security assurance argument that
demonstrates the customer’s security needs are met

Present objectives and evidence of meeting objectives to user.

PAQ7: Coordinate Security

The purpose of this PA is to ensure that all relevant parties
involved in system security are aware of and involved in security
activities.

BP.07.01 Define security engineering coordination
objectives and relationships

BP.07.02 Identify coordination mechanisms for
security engineering

BP.07.03 Facilitate security engineering coordination

BP.07.04 Use the identified mechanisms to coordinate
decisions and recommendations related to security

PA08: Monitor Security
Posture

This PA includes practices for identifying and reporting breaches
or mistakes that could lead to a breach. “Security posture”
indicates readiness of system and its environment to handle
current threats, vulnerabilities, and any impact to the system and
its assets.

BP.08.01 Analyze event records to determine the
cause of an event, how it proceeded, and likely future
events

Requires development of event records by creating a composition
of various system logs. Event records are then analyzed for
security activity. Requires an understanding of which events can
be discovered via logs, and which cannot.

BP.08.02 Monitor changes in threats, vulnerabilities,
impacts, risks, and the environment

BP.08.03 Identify security relevant incidents

Requires an understanding of types of possible attacks, as well as
actions to take when a security incident has occurred. Respose
plans are developed in this BP, and analysis of incident trends is
conducted (e.g., via reports).

BP.08.04 Monitor the performance and functional
effectiveness of security safeguards

BP.08.05 Review the security posture of the system to
identify necessary changes

Requires a reassessment of the adequacy of current security and
the appropriateness of the current level of risk acceptance.

BP.08.06 Manage the response to security relevant
incidents

Requires developing a contingency plan for responding to system
disruption due to security events (i.e., attacks). The contingency
plan indicates max acceptable period of system downtime,
essential system functionality, recovery strategy & plan, and
testing & maintaining the plan.
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BP.08.07 Ensure that the artifacts related to security
monitoring are suitably protected

Establishes a policy for sealing and archiving security-related logs
and ensuring that they are complete and valid. The BP also
requires specifying a time period for maintaining archives.

PAO09: Provide Security Input

Provide security input to support system design, implementation,
and maintenance activities.

BP.09.01 Work with designers, developers, and users
to ensure that appropriate parties have a common
understanding of security input needs

The security assurance plan developed in PA06 may influence
what inputs are needed in order to generate assurance evidence.

BP.09.02 Determine the security constraints and
considerations needed to make informed engineering
choices

BP.09.03 Identify alternative solutions to security
related engineering problems

Alternatives include architecture, design, & implementation
solutions.

BP.09.04 Analyze and prioritize engineering
alternatives using security constraints and
considerations

BP.09.05 Provide security related guidance to other
engineering groups

BP.09.06 Provide security related guidance to
operational system users and administrators

Operational guidance tells users & administrators what must be
done to install, configure, operate, & decommission a system in a
secure manner.

PA10: Specify Security
Needs

The purpose of this PA is to define security objectives &
requirements that will meet all legal, policy, and organizational
requirements for security. Requirements for each applicable
customer group & location must be considered throughout this PA
and its related base practices.

BP.10.01 Gain an understanding of the customer’s
security needs

BP.10.02 Identify laws, policies, standards, external
influences and constraints that govern the system

BP.10.03 Identify the purpose of the system in order
to determine the security context

Purpose is to define the security perimeter, which could be
thought of as the scope, context, and environment to which
security controls will apply.

BP.10.04 Capture a high-level security oriented view
of the system operation

Develop a high-level security view of the system architecture,
procedures, & environment to include information flow, assets,
resources, personnel, and physical protection. Also referred to as
“security concept of operations.”
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BP.10.05 Capture high-level goals that define the
security of the system

At a minimum, develop security objectives that address system
and information availability, accountability, authenticity,
confidentiality, integrity, and reliability.

BP.10.06 Define a consistent set of statements which
define the protection to be implemented in the system

BP.10.07 Obtain agreement that the specified security
meets the customer’s needs

Obtain approval of security objectives & requirements and ensure
there is an agreed consensus among all relevant parties.

PA11: Verify and Validate
Security

Verify & validate that solution meets security requirements. To
be performed by a group different than the engineering group that
designed, developed, & implemented system.

BP.11.01 Identify the solution to be verified and
validated

BP.11.02 Define the approach and level of rigor for
verifying and validating each solution

BP.11.03 Verify that the solution implements the
requirements associated with the previous level of
abstraction

BP.11.04 Validate the solution by showing that it
satisfies the needs associated with the previous level
of abstraction, ultimately meeting the customer’s
operational security needs

BP.11.05 Capture the verification and validation
results for the other engineering groups

Results should include traceability from security needs to
requirements, solution, through to test results.

PA12: Ensure Quality

Adapted from SE-CMM and considered outside the scope of S-
vector. Relevant sections of this PA are handled by PAQ6.

PA13: Manage
Configurations

Adapted from SE-CMM and considered outside the scope of S-
vector. Relevant sections of this PA are handled by PAQ1.

PA14:. Manage Project Risk

Risk in the SE-CMM context relates to risk associated with
completing projects on time & on budget. Risk related to security
is addressed in PAO3.

PA15: Monitor and Control
Technical Effort

Aspects of PAO1 and PA08 are used to assign and monitor
security-related practices.

PA 16: Plan Technical Effort

This PA addresses estimating technical resources and scheduling
activities over the project lifecycle. PAQ7 handles relevant
security-related practices.

PAL7. Define Organization’s
System (or Security)
Engineering Process

May be sufficiently handled by PAO1.
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PA18: Improve
Organization’s System (or
Security) Engineering
Processes

My impression is that the goals of this PA can be satisfied by
increasing the capability level of PA17 (or PAOL if used in lieu of
PAO1) to 5.

PA19: Mange Product Line
Evolution

Although this PA could be applied to the development of
customer-oriented web applications, it is still considered outside
the scope of S-vector.

PA20: Manage Systems
Engineering Support
Environment

This PA is used to build and maintain a technical infrastructure.
From a security perspective, this may be accomplished via PAOL.

PA21: Provide Ongoing
Skills and Knowledge

May be sufficiently handled by PAOL.

PA22: Coordinate with
Suppliers

Handled by PAQO7 and by I1SO 17799 controls that deal with
outsourcing & vendors.

D — System Security Assessment Method (SSAM) Evaluation Template

For each SSE-CMM process area (PA), the capability level is determined using the following evaluation template:
= PA name and description

= PA goals
= Capability Level 1

> Base practices listed for the given PA. The respondent checks if each BP is performed or not. For those BP’s performed, the
respondent is requested to state evidence (e.g., document, person, etc.) of BP being performed. Note that each response for Level 1

is per base practice, not the PA as a whole.

= Capability Level 2

» Generic practices listed for achieving Capability Level 2. The generic practices apply to the PA as a whole, not to specific base

practices.

= Remaining Capability Levels 3 — 5 assessed using same format as described for Level 2.
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